NHPOPMAIIMOHHASA ITAMATKA
JUISA OBYYAIOHIUXCSA

C KaxapIM TOJOM MOJIOJCKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a IIKOJIbHUKHU
OJHU W3 CaMbIX AaKTHUBHBIX MoOJIb30oBaresned PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, HMHTEPHET HeceT M TMpoOJieMbl. OJTa
maMsITKa JOJDKHA IIOMOYb TeOe 0€30I1acHO HaXOOUTHCSI B CETH.

KomnbrorepHbie BUPYChI

KoMrbroTepHplii  BUPYC - 93TO Pa3HOBHIHOCTH KOMIBIOTEPHBIX TMPOTPAMM,
OTJIMYUTEIHHON OCOOEHHOCTHIO KOTOPOM SBJISIETCSI CTOCOOHOCThH K Pa3MHOXKEHUIO.
B nmononHeHnne k 3TOMy, BUPYCHI MOTYT MOBPEAUTH WIH MOJTHOCTHIO YHHUTOXUTH
Bce (pailyibl U JaHHBIE, MOAKOHTPOILHBIEC TTOJIB30BATEN0, OT UMEHH KOTOPOTo Obla
3amymieHa 3apakeHHas ImporpaMma, a TaKkKe TMOBPEIUTh WM JaKe YHUYTOXKHUTH
OTIEpAllMOHHYIO CHCTEMY CO BceMu (haiijiamMu B 1eJIoM. B OOJIBIIMHCTBE CllydacB
pPacTpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

Memoowt 3augumst om 8pPeOdOHOCHBIX NPOZPAMM:

1. Ucnonb3yit COBpEMEHHBbIE OMNEPALMOHHBIE CHUCTEMBI, UMEIOIINE CEPbE3HBIM
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX ITPOTrPaMM;

2. TlocrosHHO ycTaHaBiauBaiW mautu (UUQpPOBBIE  3arUiaTKH, KOTOPHIE
ABTOMATUYECKU YCTAaHABJIMBAIOTCS C IEIbIO JOPAOOTKH MPOTpamMMbl) M JIPYTHE
OOHOBJICHUSI CBOEH omnepauroHHOM cuctembl. CkayuBail HUX TOJIBKO C
opurmanpHOoro  caiira  paszpaborunka OC. Ecmm cymectByer — pexum
ABTOMATHUYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. PabGorali Ha cBOEM KOMIIbIOTEpE TMOJ IMpaBaMU [OJb30BATENsA, a HE
aJIMMHUCTPATOpa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpaMm
MHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. MHcnonmp3yil  aHTHMBHUPYCHBIE  NPOTPAMMHBIE  TNPOAYKTBI  HM3BECTHBIX
IPOU3BOIUTENEH, C aBTOMATHYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanyb HU3UIECKUN JOCTYI K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIT;

6. Vcronp3yil BHENIHNE HOCUTETW WH(OOpPMAIMH, Takue Kak (Iemka, AUCK WIH
(aiin U3 UHTEPHETA, TOJILKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbiBaii KOMIbIOTEpHBIE (alabl, TMOJy4YeHHbIE W3 HEHAaJIeKHBIX
UCTOYHUKOB. Jaxke Te (aiibl, KOTOpbIE MPUCTAT TBOM 3HAKOMBIN. Jlydlle yrounu
y HEro, OTIIPABJISI JIU OH TeOE HX.



Ceru WI-FI

Wi-Fi - 3To He Buj Tepemayu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpEH]I,
mapka. Eme B 1991 romay HupepnaHickas KOMITAHHS 3apeTrUCTpHpoOBaia OpeH.
"WECA", urto o6o3Hauano cioBocouetanue "Wireless Fidelity", koropsiii
epeBOIUTCA Kak "0ecrpoBOIHAS TOYHOCTD'.

Jlo Hamero BpeMeHH JOIUIa JApyras abOpeBuarypa, KOTOpas SIBISETCS TaKOH ke
TexHoJoruen. I1o abbpesuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHAApT BHICIICH 3ByKoBoW TexHukm Hi-Fi, uto B mepeBome o3Hauaer
"BBICOKAsi TOYHOCTD'".

Jla, OecrulaTHBI MHTEPHET-JAOCTYI B Kade, OTeNsIX M ad’poroprax sBIsSETCS
OTJIMYHOM BO3MOYKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE SKCHEpTHl CUHUTAIOT,
gyt0 obmenoctynusie Wi-Fi cetn He SBISIFOTCS O€30TacHBIMH.

Cosempul no 6ezonacnocmu padomel 6 oouwedocmynuvix cemsax Wi-fi:

1. He nmepenasaii cBoro auunyto uHdopmaruio uepe3 oomenoctymnusie Wi-Fi cern.
PaGorass B HUX, JKelTaTeTbHO HE BBOAUTH MAPOJIM JOCTYMA, JJOTUHBI M KaKUE-TO
HOMEpa;

2. Vcnonp3yii 1 0OOHOBIISAM aHTUBUPYCHBIE MPOrpaMMBbl U Opanamayep. Tem caMbiM
Thl 00€301aculllb ce0s OT 3aKaYKU BUpYyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun gynkimio "OOmmit qoctyn k aitnam u
npuHtepaM”. J[aHHas (QyHKUMSA 3aKpbhiTa MO YMOJYAHUIO, OJHAKO HEKOTOphIE
MOJIb30BATENId AKTUBUPYIOT €€ JJIs1 y100CTBa UCTIONIB30BaHMs B paboTe Win yueoe;

4. He ucnonws3yi nyOnumunsii WI-FI nnst mepenaum nmudHBIX JaHHBIX, HAIIPUMED
JIJ1S1 BBIXOJIA B COLIMAIbHBIEC CETH WJIW B DJICKTPOHHYIO TTOYTY;

5. Mcnonp3yi TosibKo 3amuiieHHoe coenunenne dyepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wmoOuwinbHOM Tenedone oTkmoun ynkuuio 'lloxkmodenne k  Wi-Fi
aBTomatrndecku'". He momyckaii aBTOMAaTWYECKOTO MOIKIIOYCHHS YCTPOHCTBA K
cersim Wi-Fi 6e3 TBoero cormacus.

ConmnajibHbIE CeTH

ConmanbHble CETH aKTUBHO BXOJSAT B HAIly XKW3Hb, MHOTHE JIIOJIU pabOTalOT U
KUBYT TaM TOCTOSIHHO, a B Facebook ye 3apeructpupoBad Muuiuapi 4eliOBeK,
YTO SIBISCTCS OJHOM CEIbMOI BCEX JKMTEIEH IIaHeThl. MHOrMe moJIb30BaTEIN HE
MOHUMAIOT, YTO MHGOpPMAIMs, pa3MEIICHHAsS UMH B COITMAIBHBIX CETSAX, MOXKET



OBITh HalileHa W HCIIOJIb30BaHA KEM YTOJHO, B TOM 4HCIEe HE 0053aTeNnbHO C
0JIaruMu HaMEpPEHUSIMU.

OcHosHble coeembl no 6€30nACHOCMU 6 CoUualbHblX cemsax.

1. Orpannyb cMcok Apy3eil. Y TeOs B ApY3bsiX HE JOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuminaii cBOIO YacTHYIO XKM3Hb. He ykasbiBail maposu, TenedoHBI, aapeca,
JaTy TBOETO POXACHUA U APYIyI0 JUYHYIO HHGOpPMALUIO. 3I0yMBIIIICHHUKA
MOTYT HCIIOJIb30BaTh Jake HHQPOPMAIMIO O TOM, KaK Thl U TBOU POJUTEIH
IJIAHUPYETE NPOBECTU KAHUKYJIbI;

3. 3amuuiaidi CBOIO penyTanuio - JEpKH €€ B YMCTOTE U 3ajaBail cebe BOIpocC:
XoTen Obl Thl, YTOOBI JAPYTHE TMOJIb30BATEIM BUJEIH, YTO ThI 3arpyxaeiib?
[Togymaii, mpex/e ueMm 4To-TO OMyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

4. Ecnu Tbl rOBOpUIIL C JIKOJAbMH, KOTOPBIX HE 3HAEUlb, HE HCIIOJIb3YyH CBOE
peaibHOe UMS U APYTYIO JIMYHYI0 MH(pOpMAIMK: UMs, MECTO KHUTEIbCTBA, MECTO
yueObl U IpOUEE;

5. Uzberait pasmenienus ¢otorpaduit B MuTepHere, riae Thl HM300pakeH Ha
MECTHOCTH, IT0 KOTOPOI MOYKHO OIPEAEIUTh TBOE MECTOTIOIOKECHHUE;

6. Ilpu perucrpanyu B COMHUAIBHON CETH HEOOXOIUMO HCIIOJIB30BaTh CIIOKHBIC
MapoJid, COCTOSAIME U3 OYKB U ITU(P U ¢ KOJIMYECTBOM 3HAKOB HE MEHee &;

7. Jlng couManbHOM CETH, MOYTHI U JIPYTUX CANUTOB HEOOXOIUMO HCIIOJIb30BATh
pasHbie maponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIydat
JIOCTYII TOJILKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IEHbI'H

DJIEKTPOHHBIC JIEHBIM - OTO OYEHb YAOOHBIM CIOCOO IUIATeXKEH, OJHAKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTSAT MOJYYUTh ITU JICHbI .

9J'I€KTpOHHBIC JACHbBI'N ITOABUIIMCH COBCEM HCAABHO M HMMCHHO H3-3a 3TOro BO
MHOI'MX I'OCyAapCTBax A0 CUX IIOP HC IIPOIIHNCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHU (QYHKIIMOHUPYIOT M O HUX YXKE MPOIHUCAHO B 3aKOHE, TIC HUX
pa3neNsaioT Ha HECKOJBKO BUOB - aHOHUMHBIC U HE aHOHUMHBIC. Pa3Huma B ToMm,
YTO aHOHMMHBIE - 3TO T€, B KOTOPBHIX pa3pelracTcs MPOBOAMTHL Omeparuu 0e3
UACHTU(UKAIIMK T10JIb30BATEIIS, 2 B HCAHOHUMHBIX UIACHTU(GUKAIUS ITOTIh30BaTENS
SIBJIIETCST 00S3aTEIILHOM.



Taxxe cnegyer pa3nuyaTh  DJIEKTPOHHBIE  (UaTHbIE J€HbIM  (paBHBI
rOCyJapCTBEHHBIM BaJOTaM) M 3JIEKTPOHHbIE He(puaTHbIE IEHbIU (HE pPaBHbI
rOCy/IapCTBEHHBIM BAJIIOTAM).

OcHoegHble cosembl no 6€30nACHOI paﬁome C IJICKMPOHHbBIMU OCHb2AMU:

1. IlpuBsiku K cyeTy MOOWIBHBIN TelnegoH. DTO caMmblii yAOOHBIH U OBICTPBIN
croco® BOCCTaHOBUTH JOCTYyN K cyery. llpuBs3aHHBIA TeneoH MOMOXKET, eCiH
3a0y/enib CBOM IJIATEXKHBIM Mapoib WX 3aijellb Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnons3yil opHopa3oBble mnaponu. llocne mepexoga Ha  yYCHICHHYIO
aBTopu3aIuio Tebe yxke He OyAeT yrpokaTh OMACHOCTh KpakKH WM IepexBaTa
IUTATEKHOTO TapOoJIs;

3. BeiOepu cnoxxubii maposnb. [IpecTynHukam Oyner He MPOCTO YrajaTh CIOMXKHBIM
napoiib. Hazexxuple maponu - 3T0 napoiid, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAlOT B ce€0sl CTPOUYHBIE M MPONUCHBIE OYKBbI, LHU(PPbI M HECKOIbKO
CUMBOJIOB, TAaKME€ KaK 3HAK JoJjuiapa, (yHTa, BOCKJIMLATEIbHBIA 3HAK W T.II.
Hampumep, $tROng!;;

4. He BBOJIM CBOU JIMYHBIE JAHHBIE HA CAlTax, KOTOPBIM HE JIOBEPSCILIb.
JJIeKTPOHHASA MOYTA

DJIEKTPOHHAs MoYTa - 3TO TEXHOJIOTUSI M MPEAOCTaBISIEMbIE €I YCIYTH MO
MEPECHUIKE U MOTYUCHHUIO JIEKTPOHHBIX COOOIIEHUM, KOTOPbIE PaCIpeAesIiOTCs B
KOMITbIOTepHOH ceTh. OOBIYHO DJIGKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISINAT
CIIEAYIOIIMM 00pa3oM: UMsI TMOJIb30BaATEIA(@WUMs_JoMeHa. Takxke Kpome repeiadu
IPOCTOr0 TEKCTA, UMEETCSI BO3MOXKHOCTh NIEpeiaBaTh (pailibl.

OcnosHbvle cogempl no He30naAcHoll padome ¢ INEKMPOHHOU ROUMOIL:

1. Hago BeIOpaTh mMpaBWIBHBIN MMOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIydllle TOBEPSTh TEM, KOO
3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yxa3piBali B JHMYHOW moure JU4Hyr0 uHpopmauuto. Hanpumep, mydiine
BBIOpaTh "My3bIKaIbHbIN (haHaT@" wim "pok2013" BmecTo "Temal3";

3. Wcnonp3y# OBYXATAIHYIO aBTOPHU3AIMIO. ITO KOrJa MOMHMO TapoJis HYKHO
BBOJIUTH KOJ, MPUCHITaeMbIH 110 SMS;

4. BoiOepu crnoxxHbIN naposib. JIJisi KaK10ro MOYTOBOIO SIKKA JOJKEH ObITh CBOU
HAJIC)KHBIM, YCTOMYMBBIN K B3JIOMY IIapOJIb;



5. Ecnu ecTh BO3MOYKHOCTh HAIlMCAaTh CAMOMY CBOM JIMYHBINA BONPOC, UCHOJIb3YH
3Ty BO3MOXKHOCTB;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIIUKOB. [1epBblid 711 4aCTHON MEPENUCKU C
agpecaTaMy, KOTOPBIM Tbl JOBEpSACIIb. JTO DJIEKTPOHHBIA aJIpec HE HaJo
UCIIOJI30BaTh P perucTpanuu Ha GopyMax U caTax;

7. He oTkpbIBail (ailfibl U APyrue BIOKEHUS B MHCbMAaX, JIaXe €CIH OHH MPHILLIIH
OT TBOMX Jipy3el. Jlydiiie yTouyHu y HUX, OTIIPABIISUTH JIU OHU TeOe ATU (haiibl;

8. Ilocne okoHuaHUs pabOTHI HA IOYTOBOM CEPBUCE NEPE]] 3aKPHITHEM BKJIAJKH C
caiiToM He 3a0yAb HaXXaTh Ha "BeiiiTh".

Ku0epOysInHT WK BUPTyajibHOE U3/1€BaTe/IbCTBO

KubepOymnunar - mpeciienoBaHre COOOIICHUSIMH, COAECPKAIUMHU OCKOpOIEHUs,
arpeccuio, 3alyriBaHne; XyJIUTaHCTBO; COMMATbHOE OOMKOTHPOBAHHUE C TIOMOIIIBIO
Pa3INYHBIX UHTEPHET-CEPBUCOB.

OcHosHble cosemul no 6opbvoe ¢ KubepoOyIIUHZOM:

1. He 6pocaiicst B 6oii. JIyumuii cnoco0: MoCOBETOBATLCA KaK ce0sl BECTH U, €CITU
HET TOro, K KOMY MO>KHO 00paTUTHCS, TO BHAYAJIe YCIIOKOUTHCS. ECiy Thl HaUHENIh
OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €Ile OONbIIe Pa30XkIKellb
KOH(JTUKT;

2. YrpaBnsiii cBoei KubepperyTaiuei;

3. AHOHMMHOCTb B ceTH MHUMasi. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOHT 3a
AHOHMMHBIM aKKayHTOM;

4. He crouT BecTH XYJIUTaHCKUW o00pa3 BUPTyalbHOW KU3HU. VIHTEpHET
¢uKcupyeT Bce TBOU JEHUCTBUS M COXpaHAET MX. YJAIUTh HUX OyJer KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO YECTh CMOJIOJNY;

6. Urnopupyit enuHuuHbd HeraTuB. OTHOPA30BbIE OCKOPOUTENbHBIE COOOIICHHUS
Jydlie urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha Ha4aJlbHOW CTaauu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMH COOOIICHUSMH, B
COIIMAJIHBIX CETAX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKH COOOIICHHUH C
OTIPE/ICIICHHBIX a/IPECOB;

8. Eciu 1Bl cBuperens kubepOymimHra. TBOM JEHCTBUS: BBICTYNHUTH MPOTHUB
[IpEeCiIeoBaTeNsl, MOKa3aTh €My, YTO €ro JCHCTBUS OLICHUBAIOTCS HEraTUBHO,



MOJIJIEPXKATh KEPTBY, KOTOPOM HYyXKHA TICUXOJOTHMYECKass IOMOIb, COOOIIUTH
B3POCJIBIM O (paKTe arpeCCUBHOTO MMOBE/ICHUS B CETH.

MoouibHbIi TesaedoH

CoBpemeHHble cMapT(hOHBI W TUIAHIIETHI COJEPKAT B ceOE BIOJHE B3POCIBIM
GyHKIIMOHAJI, W Tenepb OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMHU
KoMIibloTepamu. OJIHAKO, CPEACTB 3AIIUTHI JJIsl MOJOOHBIX YCTPONCTB MOKAa OUYEHb
Mano. TecTupoBaHME W TIOMCK YSI3BUMOCTE B HHUX IPOUCXOJHMT HE Tak
MHTEeHCUBHO, Kak aiist [1K, To ke camoe kacaeTcsi 1 MOOWIIbHBIX MPUI0KEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIM HACTOJbHBIC
aHAJIOTH, OJIHAKO pacimpeHue GYHKIHOHANA BIEYET 3a COOOW OOJBIIYIO
CJI0’)KHOCTh M MEHBIIIYIO 3alIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENM BBINYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE
KPUTHUYECKHUE YSI3BUMOCTH [IJIsl CBOMX YCTPOMCTB.

OcHoenvle cosemul 0714 0€30NACHOCHU MOOUTbLHO20 menieona:

Hudero He siBisiercst mo-HacrosieMy OecruiatHbIM. Byab ocToposkeH, Belb Korja
Tebe mpeayiaraloT OecIUIaTHbI KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHE-TO
IUIATHBIE YCIIYTH;

Hymaii, mpexxae yem ornpaButh SMS, ¢oto wiu Buaeo. Tl TOYHO 3HACIIB, T
OHM OyIyT B KOHEYHOM UTOTe?

Heobxoa1mo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETr0 CMapT(oHa;
Ncnonb3yit aHTUBUPYCHBIE MPOrPaMMBbI JUIsl MOOMIJIBHBIX TEIE(POHOB;

He 3arpyxail npwiokeHus OT HEW3BECTHOI'O HCTOYHHMKA, BEAb OHU MOTYT
COJIepP>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro kax ThI BBIMIEIIH C CaiiTa, T/I€ BBOAWI JIMYHYIO HH(OpMAIUIO, 3aii11 B
HACTpOiku Opay3epa U yaaliu cookies;

[leproanueckn TpoOBepsii, Kakue IUIATHBIE YCIYT'HM AaKTUBUPOBAHBI Ha TBOEM
HOMEpE;

JlaBaii cBOif HOMEp MOOMITBLHOTO TeledOHa TOIBKO JIOASM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSICLIb;

Bluetooth momken ObITH BBIKITIOUYEH, KOTJa Thl UM HE TOjdb3yelibes. He 3a0biBait
MHOT1a POBEPATH ITO.

Online urpsi



CoBpeMEeHHbIC OHJIAWH-UTPBI - 3TO KpPacOYHbIC, 3aXBaTHIBAIOIIUEC Pa3BIICUCHUS,
OOBEAMHSIONINE COTHU THICAY YEJNOBEK MO BcemMy Mmupy. Wrpokm wuccimemayroT
JTaHHBIA UM MUP, OOMIAIOTCS JAPYT C APYTOM, BBITIOTHSIOT 3aaHUs, CPAXKAIOTCS C
MOHCTPAaMH W TIOJIYYalOT OMBIT. 32 YAOBOJBCTBHE OHHU IUIATST: TMOKYMHAIOT IHCK,
OTJIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKKUe-TO OIIIUU.

Bce atu cpencrBa uayr Ha NOAAEpKAHUE UM PA3BUTHE UIPHL, 4 TAKXKE HA caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3AIlMH, BBIITYCKAIOTCS HOBBIC
naTuu (udpoBkIe 3aTUIATKY ISl IPOTPAMM ), 3aKPBIBAOTCS YSI3BUMOCTH CEPBEPOB.

B 1momo0HBIX Urpax CTOUT OmMacaThbCs HE CTOJBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO Maposisi, Ha KOTOPOM OCHOBAaHA CHCTEMAa aBTOPHU3ALMH OOJIBIIMHCTBA
urp.

OcHogHble coeembl N0 0€30NACHOCMU ME0e20 uzpoe6o2o aKkKkaynma:

1. Ecnu ppyroii urpok BeaeT ceOsi IUIOXO WM CO3JaeT TeOe HEmpHUSITHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. HO}KaHYﬁCH AIMUHUCTpPATOpPAM HUI'PbI HA IINIOXOC ITOBCACHUEC HJTOI'O HUI'POKA,
JKCIIATCIIBHO IIPUITIOKUTH KaKUC-TO AOKA3aTCIILCTBA B BUJAC CKPUHOB,

3. He yka3biBaii TMUHYIO HH(POpPMALIMIO B TpOodaiisie urpsr;
4. YBaxail 1pyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeopuIMaIbHBIC TATYH ¥ MOJIHI;

6. Mcnionb3yii CIIOXKHBIE U pa3HbIE MTApOJIH;

7. Jlaxxe BO BpeMsI UTPbI HE CTOUT OTKJII0YaTh aHTUBHUPYC. [1oKa Tl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3UTh.

@OUIIUHT WIN Kpaska JUIHbIX JaHHbIX

OOBIUHON Kpaxel AeHer W JOKYMEHTOB CETrO/Hs YK€ HHUKOIO HE YAMBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOIMI 3JI0YMBIIUIEHHUKHU IIE€PEMECTUINCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS "'MTFOOMMBIM" JIEJTOM.

Tak mosiBUIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WU (UILNHT, TIaBHAs
[elb  KOTOPOro  COCTOUT B  TONYyYEHUH  KOH(QUICHIMAIBHBIX  JTAHHBIX
MOJIb30BaTeNel - JOrMHOB U maposieil. Ha anrnmiickom si3pike phishing uutaercs
kak ¢pumuHr (ot fishing - peiOHas noid, password - mapoip).

OcHoeHble cosemul no 60pvoe ¢ huwmunzom:



1. Cnenu 3a cBouM akkayHTOM. Eciu Tl momo3peBaelib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIWMO 3a0JOKHPOBATH €€ W COOOIIUTH AJIMHUHHCTPATOpaM
pecypca 00 3TOM KaK MOXHO CKOpee;

2. HCHOHBBYﬁ Oe30ImacHbIe BC6-CaI‘/’ITH, B TOM 4YHUCIIC, HMHTCPHCT-MAId3MHOB U
ITOUCKOBBIX CUCTCM,

3. Vcnonw3y#t coKHBIC U pa3HbIe TAapoiau. TakuM oOpa3om, ecitu TeOs B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKH MOIYyYaT JOCTYM TOJIBKO K OJHOMY TBOEMY NMPOQUIIO B CETH,
a He KO BCEM;

4. Ecnu 1e0s B3IOMaId, TO HEOOXOIUMO TPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBiIeHbl y T€OS B JIPY3bsX, O TOM, YTO T€OS B3JOMaju U, BO3MOXKHO,
OT TBOET'O UMEHH OYJIET PACChUIAThCS CIIaM M CCHUIKU Ha (DUIITMHTOBBIC CANTHI;

5. YcranoBu Hanexubiil napons (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKIIIOUYM COXpaHEHHUe NapoJs B Opaysepe;

7. He oTkpbIBail (pailsibl U Apyrue BIOKEHUS B MUCbMax, Ja)kKe €CIM OHM MPUIILIU
OT TBOMWX Jipy3el. Jlydilie yTouHu y HUX, OTIIPABIISUTH JIU OHU TeOe 3TU (haiibl.

n¢dposas penyranus

[Hudposas permyrarusi - 5T0 HEraTUBHAS WX MO3UTHBHAS MHPOpPMAIUS B CETU O
tebe. Kommpomerupyromas uHdopMaius, pa3MelleHHass B WHTEPHETE, MOXKET
CEpbE3HBIM 00pa30oM OTpPa3UThCA HaA TBOEW peanbHON >ku3HU. "lludposas
penyranus" - 3TO TBOW UMUK, KOTOPBIH (popmupyercs n3 nadopmaiuu o Tede B
WHTEPHETE.

TBOe MeCTO KHUTENIbCTBA, y4eObl, TBO€ (PMHAHCOBOE IMOJIOKEHUE, OCOOECHHOCTHU
XapakTepa 1 pacckasbl 0 OJM3KHUX - BCE ATO HAKATUTMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K MyOJUKaluUW JUYHON
uHpopmanuu B MHTEpHETE, HE MOHMMAs BO3MOXKHBIX MOCIEACTBUM. Thl gaxke He
CMOXKeIIb orafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Hazajl, craja
NPUYUHON OTKa3a NPUHATH TeOs Ha padoTy.

KomMmenTtapuu, pa3melnienue TBoux ¢GoTtorpaduil U Apyrue AeMCTBUS MOTYT HE
UCYE3HYTh AK€ MOCJI€ TOr0, KaK Thl UX YAAJIWLIb. Thl HE 3HAEIIb, KTO COXPaHUII
3Ty UH(POPMAIIHUIO, TI0TIaja JIU OHA B IOUCKOBBIE CUCTEMBI U COXPAHMJIACH JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€O€ OKPYKAIOIIME JIFOJH, KOTOPble HAUAYT U YBHUIAT
sT0. HaliT uH(OpMaIo MHOro JIeT CIIyCTS CMOKET JIF0OOH - Kak M3 J00pbIX
noOyX/IeHUI, TaK W C HaMEPEHUEM INPUYMHUTH BpeA. DTO MOXKET ObITh KTO

YT'OJHO.



OcnoeHvle cogempl no 3auyume yupposeoil penymayuu:

1. Tlonymaii, mpexe 4eM 4To-TO MyOJIMKOBaTh U MiepeaaBaTh y ce0s B 0JIore Wi B
COIIMAJIbHOM CETH;

2. B HacTpoiikax mpoduisi YCTaHOBU OIpaHUYCHHUS Ha TIPOCMOTP TBOETO IPOQuIIs
U €ro COIEP)KUMOTr0, CAeNal ero ToJbKo " apy3en";

3. He pasmemaii u He yka3blBail MHPOpMAILMIO, KOTOpas MOXKET KOro-indo
OCKOPOJISITh WA OOVKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJIbHUKU - aKTUBHBIE MOJIb30BATEIU IIUPPOBOTO MPOCTPAHCTBA.
OpHako faneko He BCe 3HAIOT, YTO IOJIb30BAHUE MHOTUMH BO3MOXKHOCTSMHU
muppoBoro mupa TpeOyeT CcoOJIOJeHUsT NpaB Ha  HMHTEIUIEKTYaJIbHYIO
COOCTBEHHOCTb.

TepMmuH "uHTEIEKTYa IbHASS COOCTBEHHOCTH'" OTHOCHUTCS K PA3JIMUYHBIM TBOPEHHSIM
YEJIOBEYECKOr0 YMa, HauMHasi ¢ HOBBIX M300pPETEHUN M 3HAKOB, 0003HAYAIOIIHUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHUYMBas KHUTamH, Gororpadusmu,
KMHO(HUIIbMaMH W MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCcKHE TMpaBa - 3TO INpaBa Ha MHTEIUIEKTyalbHYI0 COOCTBEHHOCTh Ha
IPOU3BEACHUS HAyKH, JINTEPATypbl U UCKycCTBA. ABTOPCKUE NPaBa BBICTYIAIOT B
KayecTBE rapaHTUU TOTO, YTO HHTEJUIEKTYaJbHBIH/TBOPUECKUN TpPYyJA aBTOpa HE
Oyner HampacHbIM, JacT €My CIpPaBEAJIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyAd, MOIYYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspelieHns  aBTopa HE  MOXET  BOCIPOMU3BOIMTH  €ro  IPOU3BEICHHUE,
pacnpocTpaHsITh, NYOJIMYHO JEMOHCTPUPOBAaTh, NPOAABaTh, HMIIOPTHPOBATH,
yCKaTh B IPOKAT, MyOJUYHO HCIIOJHATH, NMOKAa3bIBATh/UCIONHATh B APUPE WIH
pasMmeruars B IHTepHere.

Hcnonb3oBanue "mupaTckoro' mporpaMMHOro 0oO€CleYeHUsi MOYKET MPUBECTH K
MHOTMM PHCKaM: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaM ][0 OJIOKMPOBKHU TBOETO
yCTpOWCTBA, TIJ€ YCTAaHOBJIEHA HeleraiabHas nporpamma. He crour Taxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETaJbHbIE M OECIUIaTHBIE HPOrpaMMBbI, KOTOPHIE
MO’KHO HalTH B CETH.

O nopraJie

CereBuuoK.pd - TBOW IJIaBHBI COBETYMK B CETH. 3[1€Ch Thl MOXKEIb y3HAaTh O
0€30MacHOCTH B CETH MOHSATHBIM U JOCTYNHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHUYECKON CUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe NMPUHATH ydacTHUe B
KOHKYpCax U CTaTh CaMbIM IU(MPOBBIM IPAKIAHUHOM!



